2032

IEEE TRANSACTIONS ON FUZZY SYSTEMS, VOL. 30, NO. 6, JUNE 2022

Event-Based Secure Control of T-S Fuzzy-Based
5-DOF Active Semivehicle Suspension Systems
Subject to DoS Attacks

Zhou Gu"”, Xiang Sun, Hak-Keung Lam

Abstract—This article investigates the problem of resilient se-
cure control of cloud-aided 5-DOF active semivehicle suspension
systems (SVSSs). A novel joint model considering both the event-
triggered mechanism (ETM) and Denial of Service (DoS) attacks is
established. Under such a model, during the active period of DoS
attacks, periodic transmission attempt is made to ensure the control
system can receive the control information at the earliest time; the
ETM turns to be a conventional one when the DoS attack is in
sleeping period. Meanwhile, the valid attack period is proposed to
address the problem of the DoS attack ending within a sampling
period, which is a challenging problem in modeling DoS attacks.
Takagi—Sugeno (T-S) fuzzy model is used to characterize the uncer-
tainties of sprung and unsprung mass of SVSSs. By converting the
cloud-aided active SVSS into a fuzzy-based switched time-delay
system, and using the method of piecewise Lyapunov function,
sufficient conditions are derived to ensure the performances of
active SVSSs subject to DoS attacks. Finally, the effectiveness of
the proposed method is validated by a numerical example of active
SVSSs subject to DoS attacks.

Index Terms—Active semivehicle suspension systems, event-
triggered mechanism (ETM), Takagi-Sugeno (T-S) fuzzy model,
valid DoS attack period.

I. INTRODUCTION

USPENSION systems play a crucial and important role in
S improving ride comfort and handling stability of vehicles
driving on the uneven pavement [ 1]. Recent years have witnessed
a widespread interest toward cloud-aided networked control
of active suspension systems [2], [3]. Compared to traditional
suspension systems, the road information of cloud-aided active
suspension systems can be obtained in advance by using a
vehicle Internet technology, and information among vehicles
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can be exchanged more conveniently to achieve control decision,
thereby improving the control performance [4]. Moreover, the
use of cloud computing in the field of intelligent transportation
can reduce a large number of complicated electronic devices
and on-board storage in the vehicle [5]. However, signal trans-
mission of cloud-aided active suspension systems via wireless
network inevitably brings some new problems in control design,
such as, network-induced delay [6], limited bandwidth [7], [8],
and cyberattacks [9]-[11], etc. The suspension performance of
vehicles with traditional control strategies cannot be ensured due
to the existence of the network. Therefore, it is a big challenge
for the control design of networked vehicle suspension systems,
especially for the cloud-aided vehicle suspension systems with
cyberattacks. For decades, there have been but not limited to this
research conducted on these challenging issues, such as [12] and
[13], and references therein.

Due to the reasons of communication, computation, and
cost, the traditional suspension system with point-to-point com-
munication has been upgraded to sample-based suspension
systems [14]. Nowadays, the time-triggered communication
scheme (TTCS) [15] is widely applied in practice. However, un-
der the TTCS, not all the sampling data are necessary to improve
the suspension performance. These redundant sampling data
increase the burden on the network and the A/D converter. The
event-triggered mechanism (ETM) is an alternation of TTCS
since data packets are released only when the triggering condi-
tionis violated [16]-[18]. In [19], the ETM was applied to reduce
the load of network communication in designing H, controller
for an active seat suspension. In order to solve the contradictory
relationship between a better performance of the system and a
lower data release rate, adaptive ETMs were proposed in [20]
and [21], wherein the threshold of the adaptive ETM varies
with the system state. In [22], an adaptive ETM-based fuzzy
H . control was developed for a quarter-suspension system to
save the bandwidth and assure the performance. Besides, the
memory-based ETM was another way to balance the system
performance and the data release rate. In [23], the memory-based
ETM was put forward to reduce the unnecessary transmission
while improving the control performance.

It is noticed that the control signal of cloud-aided suspension
systems is transmitted over the wireless network. Therefore,
the problem of cybersecurity has to be considered in such a
control framework. DoS attack, a common cyberattack mode,
has received extensive concerns in the cyber-physical systems
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(CPSs). The aim of DoS attack is to disrupt the access of
control systems to communication network, thereby causing
the deterioration of the system and bringing huge economic
losses [24]. Hence, it is meaningful to consider the DoS attack
in studying the cloud-aided suspension control systems. To the
best of our knowledge, up to now, few results are involved in the
control design of suspension systems under DoS attacks, which
motivates our current study.

In recent years, considerable research efforts have been made
on the secure control of networked control systems subject to
DoS attacks. In [25], a model of periodic DoS jamming attacks
inspired by energy constraints was studied for asymptotic stabil-
ity of a continuous linear time-invariant system. The DoS attack
model with the constrained frequency and duration was estab-
lished for input-to-state stability of CPSs in [26]. Meanwhile,
research on the resilient ETM-based control of CPSs against
DoS attacks has motivated widespread interest (see [27]-[29]).
However, in these existing models that consider both DoS at-
tacks and ETMs, some scenarios that may happen in practice
were not considered, such as DoS attack ending in a sampling
interval. Therefore, much attention has focused on establishing a
reasonable joint model considering both DoS attacks and ETM,
which is another motivation for this article.

Takagi—Sugeno (T-S) model is a practical and effective
method to describe the uncertainty of suspension systems,
(see [30]-[32]). It is noted that the premise variables before
and after the communication network of suspension systems
are asynchronous. To deal with this problem, the control design
of type 2 T-S fuzzy systems with mismatched membership
functions was studied in [33]. However, few results are reported
to study the problem of cloud-aided control of T-S fuzzy-based
5-DOF active SVSSs subject to DoS attacks.

Motivated by the above discussion, this article is concerned
with T-S fuzzy H, control for cloud-aided 5-DOF active SVSSs
against DoS attacks. The main contributions of this article are
summarized as follows.

1) A new DoS attack model is established, which considers
the following two scenarios: a) the DoS attack ends within
the sampling interval; and b) the start of a DoS attack
and the end of the subsequent DoS attack occur in the
same sampling interval. These two DoS attack intervals
are integrated into one “valid” DoS attack (VDA) period.

2) A novel ETM model combining the VDA is put forward,
under which periodic transmission attempts (PTAs), dur-
ing the VDA period, continue until the valid DoS attack
ends, and then the ETM generates a valid transmission
event after the end of VDA. Based on this ETM and the
VDA model, the suspension performance of cloud-aided
active SVSSs can be ensured and the bandwidth of net-
work can be saved as well.

The remainder of this article is organized as follows. Section I
presents the system description and problem formulation. In
Section III, the TS fuzzy H, control of the cloud-aided 5-DOF
active SVSSs subject to DoS attacks is designed. An example
of the 5-DOF suspension system is given in Section IV to show
the effectiveness of the proposed method. Section V summarizes
the article.

2033

Fig. 1.

Scheme diagram of active SVSSs.

II. PROBLEM FORMULATION

A. System Description and Performance Indicators

The schematic diagram of 5-DOF active SVSSs is shown in
Fig. 1. Compared to the existing SVSSs with 4-DOFs in [34], the
dynamic behavior of the chauffeur is considered in this model.
In this article, the mass, movement, stiffness, and damping of the
chauffeur are represented by my, 25, kn, and ¢, respectively.
The other related physical quantities can be referred to [34].

Considering the pitch angle is small, we can get the following
equations by using the linear approximation method:

Zop(t) = z5(t) = Lro(t) (0
Zor(t) = 25 () + (1),

The vertical motion equation of the semivehicle body is
modeled by

msZs(t) = — ksplzsp(t) — 2up(t)] + knlzn(t) — 255 (1)]
- ksr['zsr (t) (t)] [Zsr(t) — Zur (t)]
— Coflzsr(t) = Zup (0] + cnl2n(t) — 257 ()]

@)

Similarly, the vertical motion equations of the chauffeur, the
front tire and the rear tire can be, respectively, described as

0(8) = [ (8) = 207 )] = 2 (8) = 205 (0)]
mp mp
Bup(t) = ———ug() + Loy () — g (0] + 2L
Moy f Moy f My f
1r(8) = 20 (0] = 7 ur6) = 20 (1)
fur®) = = unlt) + 2 e (0) = zar (0] + 2
farlt) = 2ur (O] = 1 [zar(€) = 20r (1)
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TABLE I
PERFORMANCE EVALUATION OF ACTIVE SVSSs
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TABLE II
PHYSICAL MEANING OF THE STATES

Indicator Constraint condition

State  Physical meaning

i) Ride comfort | Zn(t) |2 + || &(2) |12

<72 [l w(®) 2

| Zsf(t) - Zuf(t) |§ Zsmax

| Zsr(t) — Zur(t) ‘S Zrmax
kg (| zug(t) = 205 (1)) |< Gy
ktr(l Zur(t) - zOT(t)) |S GT

i)  Suspension stroke

iii) Road holding

and the pitching motion equation of the vehicle body can be
established by

Lo(t) = Lpkoslzop(t) = zup (0] + Lpcos 265 (t)
= Zuf (O)] = lrksr[2sr(t) = 2ur(t)]
= lpesr[2or(t) = Zur(t)] — Lpkn[2n(?)
— 255 ()] = LpenlZn(t) — Zof ()]
—lruyp(t) + Lru (). 3)

Similar to [22], the performance evaluation of active SVSSs
in terms of ride comfort, suspension stroke, and road holding is
shown in Table I.

In Table I, %,(t) and ¢ (¢) in indicator i) are the body
acceleration and pitch acceleration, which reflect the driver’s
comfort level; the indicator ii) and iii) consider the stroke of
mechanical structure and vehicle driving safety, respectively.
Zsmax and z,max are the allowable stroke of mechanical structure
of the front and rear suspension. Gy and G, are the front and
rear static load that can be calculated by

Gy + Gr — (ms +myf +myr +mp)g =0
Gr(lf + lr) - msglf — mufg(lf + lr) =0 (@)

where g denotes gravitational acceleration.
For convenience of description, we define state vectors

x1(t),...,z10(t), and vectors z1 (t) and z5(t) as follows:
z1(t) = 2n(t) = 2ep (1), w2(t) = 255 (t) — 2uy (1)
€3 (t) = Zuf (t) — Zof (t)7 $4(t) = Zsr(t) - Zur(t)
x5(t) = zur(t) — 2zor(t), z6(t) = 21(1)
w7(t) = 255 (1), ws(t) = 2us (1), 2o(t) = Zer(t)

wherezp = —— 2z, = - and the physical meanings of each
state are listed in Table II.
To simplify the representation, we define

z(t) = [o1 () 3 () w5 () 7 (t) a3 (t) a5 (t) 27 (2)

x1  Deflection of human body

To Suspension deflection of the front vehicle body
xs  Tyre deflection of the front vehicle body

Ty Suspension deflection of the rear vehicle body
x5  Tyre deflection of the rear vehicle body

x¢  Velocity of the human body

x7  Velocity of the front sprung mass

xg  Velocity of the front unsprung mass

r9  Velocity of the rear sprung mass

x10  Velocity of the rear unsprung mass

and

wit) =[50 ]

represent control input and the road disturbance, respectively.
Then, the dynamics of active SVSSs in (1)—(3) can be written as

#(t) = Az(t) + Bu(t) + Dw(t)

z1(t) = Crz(t) + Dyu(t) (%)
Zg(t) = CQ.%‘(?’J)

where
A= (E;S jil;z , B= [02x6 312}T
- T T
C1=|Cn 012} , Cy= {021 04><5:|
r T 0 0
D = |Dyy O2><5:| , D= l_zf l]
- I, 1,
1 -1 0 0 o0
o 1 -1 0 0
Ap=10 0 1 0 0
0 O 0 1 -1
_0 0 0 0 1
—E 0 0 0 0
kpli  —ksfl 0 —kglo 0
Ap=| 0 £ g 0
knls  —kgly 0 —kyls 0
B S .
[ e 0 0
epli el cspli —csrla csrlo
Apy=1 0 L —=b 0 0
cpla cly Csflz —Csrl3  Corl3
i 0 0 0 % —%
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0, - 1, o0 |"
B = ' My 2 1
_lg 0 I3 —
o —k 9 0 0 0
11 = I 0 lfjk(:f 0 lv}k;r 0
[~ o 0 0 0
Crz = 0  lesr  _lcss Locsr  lpcop
L Iy Iy Iy Iy
0o 2 0 0 0
fmax &
0 0 =L 0 0
021 = Gf
0 0 0 z,.l — 0
Ky
0o 0 0 0 e
00 -1 0 o
D = , ¢=—(cp+cy
"Tloo o0 o0 —11 (cn +csf)
15 1 I, 1z
h=—+Llh=—-L" §3=— 4+
n I¢ n I¢, mg I¢,

Considering that the uncertainty of the sprung mass (m,; =
Ms(t) € [Msmin, Msmax)), the front unsprung (my, 5 = myf(t) €
[ fmin, M fmax]) and the rear unsprung (my, = My, (t) €
[Mgrmins Maurmax])> based on the T-S fuzzy modeling method,

we choose —— and —L— as premise variables and define
ms () Mo (t)

the membership functions Fy.s(r € {1,2},s € {1,2}) of active
SVSSs as follows:

1 — 1
ms(t) m, ms — ms ()
Fii(01(t) = —=————, Fu(0:(t)) =
11(01(t)) e —m, 21(01(¢)) —
1 — 1
) L M = 0
Fia(02(t)) = —===———, Fan(b(t) =
12(02(t)) e — 92(02(t)) p—
where T, = #m,ms = mlnu My = mlm'n’mu = mlma :
Denote 01 (t) £ -5 l(t) and 6(t) £ ﬁ respectively. It is

obviously that F' ,;, (01, (t)) + Fap (0 (t)) = 1 form € {1,2}.
Then, the sth rule of T-S fuzzy-based active SVSSs in (5) can

be expressed as follows.
Rule i: IF 04 (t) is Fyq, - ..

&(t) = A;z(t) + Biu(t) + Dw(t)
z1(t) = Crz(t) + Drul(t) (6)
z9 (t) = C’gi.fc(t)

where the matrices A;, B;, D;, C1;,Co;, and D7; can be ob-
tained by replacing ﬁ and m with m; (or m,) and m,,
(or m,,) in matrices A, B, D, Cy, Co, and D1, respectively.

By utilizing center-average defuzzifier, singleton fuzzifier,
and product inference, the overall active SVSS can be inferred
as

,0,(t) is F,.;, THEN

#(t) = 01 i (0(t)[As(t) + Byu(t) + Diw(t)]
t) = 301 @i(0(1)[Criz(t) + Dysu(t)] @)
t) =31, ¢i(0(t)Caa(t)

1(0(t)) = F11(01(t)) x Fi2(62(t))
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P2(0(t)) = F11(01(t)) x Faa(62(t))
@3(0(t)) = Fo1(01(t)) x Fi2(02(t))
©a(0(t)) = Fo1(01(t)) x Fa(02(2)).

It is clear that Z?:l wi(0(1)) = 1.

Remark 1: For simplicity, we assume 1, ¢ (t) = My, (t) =
e, (t),
Mymax 10 this article.

Moy fmin = Myrmin = Muymin, My fmax = Myrmax =

B. Joint Model for the ETM and DoS Attacks

As discussed in Section I, the cloud-aided wireless network
being a media of signal transmission for active SVSSs may gen-
erate some problems, such as the problem of limited bandwidth
and cyberattacks, etc. In this article, a joint modeling approach
is proposed to address these problems.

First, we consider the time sequence of the cloud-aided active
SVSSsunder the ETM. As shown in Fig. 2, the signal is sampled
with a fixed sampling period h. Then, the sampling sequence
can be expressed by the set S; = {0,h,2h, ..., kh}, k€ NT.
Under the conventional ETM, only when transmission event is
generated, the sampled data packet can be transmitted over the
wireless network. The set of transmitted packets sequence is de-
noted by Sy = {to h,t1 h,ta h, ..., txh}. Obviously, So C Sj.

Next, we consider the occurrence of DoS attacks on the wire-
less network. Under this scenario, the triggered packet cannot
access the network terminal. Lack of active SVSS control input
may lead to a degraded control performance or even instability.

Assume D(t1,t2) and H(f1,t2) are the time intervals of
wireless network with and without DoS attacks in time interval
[t1,12]. They are defined as follows:

D(t1,t2) = U D, N[ty, 1] )
neN

H(t1,t2) = [t1,t2] \ D(t1,12) )

where D,, denotes the nth DoS attack interval with D,, =
[Jns dn + ™) and 7, € R is the duration of nth DoS attack.
{Jn}nen with j; > 0 denotes the set of start sequence of series
DoS attacks.

Let us consider the following two scenarios about the DoS
attack shown in Fig. 3, which is not involved in the existing
literature.

1) The DoS attack ends within a sampling period, for example,
the first DoS attack, in Fig. 3, ends at the instant j; + 7y, which
is between the sampling instant 2 and 3 h. For this case, we
regard the time interval [£1, & + 1) as a VDA period rather
than [j1, j1 + 71) since the sampling packet cannot be released
during the time interval [j; + 71, &1 + 1v1).

2) The end of the DoS attack and the start of next DoS attack
are within the same sampling period, for example, both the end
of the second DoS attack js + 7 and the start of the third DoS
attack js, in Fig. 3, are within the sampling period from 8 h to
9 h. Then, [£2, &5 + 1) is regarded as the second VDA period.

To better express VDAs, we define

Fn = {Z|Z € N, h; =ih,h; € Dn},

An = hs — Jn, S = maxi
ieF,
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Lh th tih tsh teh @  Triggering instant in DoS sleeping period
e o ® o o o
J Jt T, s Js 1, DoS (o] Real transmission instants
1 1
sh 6h! Th  Sh | }9/7 UEm lbh 12h (@) Triggering instant in DoS active period
| |
hy, hui hyy,  hy | ih&z o thJ Iy (@) Unsuccessful transmission instant
| [ b
| |
t‘vzh t“}}’ } i } t":“h t‘v3h |:| DosS sleeping period
} do.zh dl 3h} }dz,zh d_yzh } dp zh
o o i o - Real DoS attacks period
! L L1 L 1 >
’/ i LSS S ’ Valid DoS attacks period
Valid DoS
& &+v & &+,
Fig. 2. Valid releasing sequence under the ETM and DoS attacks.
£ To model the ETM that considers the occurrence of DoS
& &ty A &+,
‘ ; ‘ > attacks, we define
Valid DoS
I " t) = el () We(t) — 6xT (tph)Wa(tih
2 A A | + C(th)sxT (th)Wx(tyh)
| | - | | | | [ R : | »
O I o TS where e(t) = z(tgh) — x(t;h), tih = txh + Lh, § is a prede-
7 — J - j . > fined constant and ((#;h) € {0,1} is a detection signal, that
, Lt DoS . < . .
' i AL A is, when t;h € D,,, the scalar ((t;h) is set to be 1; otherwise,
Fig. 3. Two cases of DoS attacks. tih € My, the scalar C(tlh) is set to be 0.

where F,, is the set of the integer sequences, which consist of
the sth sampling instants during DoS attack interval D,,; for
example, in Fig. 3, 71 = {1,2}, F» = {7,8}.

For the second scenario above, one can find that j3 in Fig. 3
is not a start of VDA any more. To deal with this problem, we

redefine the start of VDA as &,,, with &; = j; as follows:
§m+1 = lnf{]n > gml]n > jnfl + )‘4n71 + h} (10)

The duration of the mth VDA period can be expressed by

Vm= > |Du\Dpy (1)
neN
€m <in <Em i1
where
Dy = [jns jin + dn + ). (12)
Thus, the VDA period can be written by
Din = [€m: ém + vm). (13)

Accordingly, H., = [Em + Vin, Emt1) U [0,&1) denotes the
mth healthy period that there is no DoS attack within the interval
[Em, meH) U [0, &). For convenience, we assume &y + vy = 0.
Then, H.,, can be simplified as

7:Lm = [gnL + Vm, E7n+1) (14)

where m € Ny. Itis clear that > o0 D, U H,,, = [0, 00).

Based on the above definition, the next releasing instant can
be expressed by

thprh = tph + max {(I+ Dh|¢(t) <0}, (16)

Remark 2: If the detection signal ((¢;h) in (15) equals to 1,
then ¢ (t) > 0 is always held. Consequently, triggering events
will be generated with a sampling period h during VDA period.
We call this behavior as “PTA.” Although the controller can
not receive packets from the network during DoS attack, the
controller can receive the latest packet from the plant after the
DosS attack ends; once the system is under healthy with {(¢;h) =
0, the ETM turns to be a traditional ETM as in [16].

Due to the PTA, the packet at the end of DoS attack will also
be enabled to transmit over the network. Therefore, we need to
redefine (13) and (14) as

@m = [fmvfm + Vm]
7:lm = (gm + Vmungrl)'

Then, considering the ETM model in (16) and DoS attacks
model in (17) together, we can rewrite the next real transmitting
instant ¢y, ,,41h as

a7

tk.mt1h € {thsatisfying (16)[t,h € Hp}

U{&m + vm} (18)

where m,l € N, to mi1h = &m + V.

Remark 3: In [27], the start and the end of DoS attacks are
assumed to occur at sampling instant, which is seriously strict,
and it is hard to meet this assumption in practice. To address this
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problem, we propose a new definition of the PTA during DoS
attacks and the VDA period in this article.

C. Closed-Loop Control of Active SVSSs

In this section, we will construct the closed-loop control of
active SVSSs considering both the DoS attack and the ETM.

Before developing the control law for the active SVSS, we
first give the following definitions:

q(m) = sup{q € No|hg,m+1 < &m+1 + Vm+1}
p(m) = inf{q € No|hgm+1 > Em+1}

s(m) = sup{s € No|dsm+1h < Emia}
kE(m) = sup{k € No|tg m+1h < Emi1}

Remark 4: In the above definition, g(m) denotes the num-
ber of sampling periods from the mth end of DoS attack
to the (m + 1)th end of DoS attack, ie., ¢g(m) = ({1 +
Vm+4+1 — fm - Vm)/h - ]-7 hO,m-&-la hl,m+17 ceey hq(m),m-i—l are
sampling instants during mth DoS attack period. %) m+1
and dg(yn),m+1h denote the first sampling instant and the last
sampling instant in active period of DoS attacks, respectively;
and ¢, (), denotes the last releasing instant in sleeping period
of DoS attacks. In Fig. 3, taking m = 1 as an example, from the
above definition, one can obtain: ¢(1) = 7;p(1) = 4;s(1) = 4;
and k(1) =

Define Gs,m = [ds,m+1h, ds+1,m+1h) for s€{0,1,...,
s(m)}. Then, one can know that the VDA period is
Zi(!(;) gs,?n N errL'

Define the set Vi, = Rim N Hin and the set Vs, =
Gom N Din. Then, under DoS attacks and the ETM, we develop
the fuzzy controller for the active SVSS as follows.

Controller Rule j: If 0 (ty, my1h) is Fra, ..., 05(tg my1h) is
F.s, THEN

t € Vim

u(t) = {Kjx(tk,erlh)v (19)

0,t € Vsm

where K;(j = 1,2, 3,4) is the control gain to be designed, and
Rk,m = [tk,TrL+1h7 tk+17m+1h) for k € {0, 1, ey k(m)}

Combining (7) and (19), we can get the the following switched
T-S fuzzy-based closed-loop active SVSSs with two modes as
follows:

sy = YO Vi -
Sic1 i(0(O)[Aiz(t) + Diw(t)], ¢ € Vim
2 (t) _ X1 (t), te Vk,m

2}1 ©i(6(1))Criz(t),
Zz(t) = Zi:l (pi(e(t))OQi.T(t)

tE€Vsm

(20)
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where

ZZ%

i=1 j=1

4 4

+ Dlinx(tka h)]

Otk m+1h))[Aiz(t)
()]

Otk m+1h))[Criz(t)

In the following, for brevity, we use ¢; and <p§? to replace
©i(0(t)) and ¢, (0(tk, m+1h)), respectively. In addition, similar
to [29], it is assumed that <p§ —pjp; = 0.

Meanwhile, based on the above discussion, ¢ (t) in (15) can
be rewritten as

o) = {71”;‘“)’

es,m+1 (t)WéS’erl (t)7

where Yu(t) = e£m+1(t)Wek,m+1(t) — 62T (th mi1h)

W.%‘(tkﬂnJrlh) with ek’m+1(t) = m(tk’erlh) — l‘(tk’erlh +

Ih) and € 1 11(t) = 2(ds,m+1h) — x(ds me1h + lh).
Accordingly, ds1,m+1h = dsmy1h + h,and tp 41 ;i1 h =

te kam

i 21
tev,, Y

tk7m+1h + Iy h + hwith iy = max{l|w(t) <0,te Vk',m}-
Defining 7)(t) =t — tg my1h — lh for t € Vy, ,,, yields that
T(tkm+1h) = e my1(t) + z(t —n(t)). (22)
By combining (20)—(22), we have
. )A((t), t e Vkﬁm
z(t) = 4 _
Zi:l ©i [Azm(t) + Diw(t)L te Vs,m
x1(t),t m 23
(t) = X1£)7 € Vi, 7 (23)
22:1 @iclix(t)a te Vs,m
2(t) = Yy iCaia(t)
where
4 4
Z Z Qiph[Asa(t) + BiK;z(t — (t))
+ B‘K'ek,m—i-l(t) =+ Diw(t)]
4 4
= Z Z i [Cria(t) + DK ja(t — (1)
—+ Dlinek7m+1(t)].
For convenience of analysis, we define Z,,, =
[tg.mst3—gm+g—1), Where
m m =1
D I (24)
§m+1a g = 2

Then, the active SVSS can be reformulated as the following
switched system:

x(t) = )Z(t),t € [tg,mvtS—g,m-&-g—l)
Zl(t) = X1 (t), te [tg,my t3—g,m+g—1)

2 ©5)
)= piCualt)
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where
Z Z i [ALa(t) + Bz (t — n(t)
=1 j=1
+ B ek m+1(t) + Dfjw(t)]
4 4
= Z Z iy [Cix(t) + DYt —n(t))
i=1 j=1
+ sz‘jek,mﬂ(t)]
with .Af] =A;, B}j:Bin, B?j:Q Ci-zch, D =D, DL]—

DMK]-,D%U =0.
Remark 5: The switched system in (25) has two modes—DoS
sleeping mode with g = 1 and DoS active mode with g = 2.
The main objective of this article is to design the resilient
secure controller and the ETM such that the active SVSS in (25)
is exponential stable with H, attenuation lever .

III. MAIN RESULTS

In this section, we aim to analyze the stability of event-
triggered active SVSSs subject to DoS attacks, and then present
the criterion of controller design for the active SVSS. Be-
fore doing these, we first give the following definition and
assumptions.

Definition 1: The switched system (25) is exponentially sta-
ble with an H, norm bound + if the following hold:

1) when w(t) = 0, the system (25) is exponentially stable;

2) under zero initial conditions, for a scalar v > 0 and

any nonzero w(t) € £5[0, 00) satisfies >, || z1(f) [|2<
52072 | wld) -

Similar to [26], the VDA satisfies the following assumptions.

Assumption 1: (DoS frequency): For any 0 < £; < t, there
exists 1 € R>g and np € R such that

(z—tl)

m(ty,t2) <61 +
D

(26)
Assumption 2: (DoS duration): For any 0 < ¢; < to, there
exists ¢o € R>¢ and 7y € R+ such that

D, )] < o + 1221, @7)

Remark 6: m(t1,12) in (26) and D({1,t2) in (27) mean the
number of valid DoS and union of valid DoS intervals in the
intervals [t1, 2], respectively. n% and % represent the upper
bound on average frequency and duration of valid DoS per unit
time, respectively.

Theorem 1: For given positive scalars h,ay, g > 1, 6 €
[01)ands, € R>g,mp,nr € {n|n € R>p, > 0}, and matrices
K; with j € {1, 2, 3,4}, the system (25) is exponentially stable
with H,, norm bound y and the decay rate ¢, if there exist sym-
metric matrices P, > 0,04 > 0,R, > 0,W > 0,H > 0 and
M ; such that

Mijg <0
l%/“‘g + Mgi <0

(28)
(29)
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Mijg + Miig + Mgi + Mg; <0, (i < j)

Py < paPs
Pz < 62(a1+a2)h’ulpl
Qg < ,Ul3—gQ3—g
Rg < ,LL379R379
- <0, (s=1,2)
b S = b
V{Cou}l —P,
R
R=| 1% Z|>0
H R,
R
N=|2 1o
N Ry

for g = 1, 2, where

Mijg = pj(P; — Mgi), Wi =0T RT

o9 — Hﬁ”l]—i—W *

o omgy o my

T

WQ:bQBTNTQ,ﬁ,:[Tng T4 TL 1Y
Th=[ —1000 0 0

Ty = [1100 —2I 0 0

Ti3 =10 -1 00 0 0

Tiu=[0 1 100 —2I 0

Toy=[I =1 0 0 0 0

Ty = [I I 0 —2I 0 0

Tos = [0 —1 00 0]

Tou=1[0 1 I 0 —2I 0]

i — ‘I’?ﬁ e - ‘Pz? .
K2 o Wy
Hlij: -ClAi ClBin 0 ClBin 0 0 ClDi
 |Cu DuK; 0 DyK; 0 0 0

2ij -CQAZ‘ 0 0 0 O CQD»L‘
5y =
Ci 0000 O
gy = diag{—R,", ~1}, 017 = |27 =¥«
—175
0 0 :33]
oL S W 0
—11
i ; 0 0 0
=10 0 x|, 0=
33 DIpP, 0 0O

(30)
€1V
(32)
(33)
(34)

(35)

(36)

(37)
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0o 00 0 = = From (40) and the approach in [36], it can be derived that
wil=1 0 o0 o0, =100 = Co
[ DIP, 0 0 0 0 —2I ax /tih ' (s)Rix(s)ds
R T . .
0—1)W * = * <b 04 (t) n?t) Ry 0 Q1 (1)
<bi |4 ]
olii _ 0 0 = * () 0 hjvl](t) Ri| [0
- 0 0 0 « |7 ) ; A
L0 0 0 —2I <y |20 2 [20] )
=9 T o = a(0) Qs (1)
={Y = PyA; + AT P, + (—1)71 20, Py + Qg
=lij TpRTp =lij —gij Notice that
Eoi = Kj B; P1,Ey5 = 0W,E3) = a,Q L.
. [r, 0 [m ha™ (t) Ry (t ZZ ()T Ri AT () (42)
9710 3R, |Hy H ==

a where &/ = [Al Bin 0 BZ'K]' 00 Di}.
ay = —e 2ah gy = —e2o2h ) = ﬁl Combining (21), (39), (41), (42), and applying the Schur
complement, we have

1 N1 * * T 2 T
by=——,c1 =co=Vh,N = ) Vi(t) + 21 (W)z1(t) — v*w” (Hw(t
2 hC1 C2 [N2 NJ 1(t) 1()14) 4W (t)w(t)
_ 1 1 < _ 1
t=ay — U?(al +az) — n; (o1 + ag)h + In /i1 jiz) - 200 Va(t) + Zz - ]Zl vie t)®5;T1(2)- (43)

Proof: For the switched system (25), we choose the following Using a similar method in [29] to deal with the problem of

piecewise Lyapunov functional: membership function mismatch, one can obtain
t
Vi) =P+ [ a5y (s 0Qua(s)ds 33 T (08T 1)
B =1 j5=1
8)0y(s,t)Ryt(s)dsdf (38) 12
/ /+9 < DY @i T () [pa(@); — Mug) + My ] T (1)
i=1 j=1

where o, (s,t) = e2("D7 g (t=5),

For g = 1, taking derivative on V,(¢), one can obtain

. D eiplT () [pi (@1 — M)
Vi(t) < — 20, Vi(t) + 2T ()20 Pra(t) i=1

=1 i<
+ @7 (t)2Pz(t) + 27 (£)Qux(t) +pi(®); — Myj) + My; + My;| Ty (t).
ta xT(t — h)Quz(t — h) Then, it can be known that (28)—(30) are sufficient conditions
] to ensure
+ a1 /t » @ (s) Ryie(s)ds + hi™ (t)Ryi(t).  (39) Vi(t) 4 200 Vi (t) + 2T ()21 (1) — 2wl (H)w(t) < 0. (44)
1 For g = 2, we deﬁne FQ( ) [xT(t), xT(t —n(t), 2Tt -

Define I'y(¢) = [z7(t) 2T (t —n(t)) 2T (t — h) €T ()

1 t—n(t)
s)d 18 2T (Vds T (7.
ft n(t) v § h—n(t) It z* (s)ds w (t)]
Applylng Wirtinger inequality [35] yields that

n(t) ’ntﬁé 0 i T (8)ds, w(D)]T.
Similarly, from (28) (30) 1t y1e1ds that

Va(t) — 209 Va(t) + 25 (t) 21 (1) — YT (Hw(t) < 0. (45)

For w(t) = 0, we can obtain

t
1 - A
2T (s)Ryi(s)ds > —QT () R0 (t
[ ACLECEE HOED WO e, e
) 1oy Va(t) < 222V (ty ), ¢ € Lo
i Ri(s)ds > Q5 (t)R1Qa(t 40
/tfh (8 Rad(s)ds 2 h —n(t) 2 (DFL(t) (0 from Theorem 1.
where In the light of (31)—(34), one has
Vi (t m) S M2V2(t7/ )
. Tll R T13 1\, 1,m (47)
Ql (t) - T12 Fl (t),QQ(t) = T14 Fl(t) {V2(t27m) S 62(a1+a2)h'u1‘/1(t§7m).
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From (46) and (47), it follows that
V(E) < e ()

< ‘LLQQ*QCH(t*t17m)+2062(tl,m*tz,mfl)‘/2(t27m71)

< (Ml,UZ)meql (t)+2(a1+a2)hmv(t170)

for te [t17m7t277n),
+ (t2,m-1 — t1,m-1) +ee
t2,m71) + (tl,mfl _t2,m72) + -
tl,O =0.

Define «(t) = q1(t) + 2(a1 + az)hm + mIn(pipg). From
(26) and (27), it has

(48)

where  ¢1(t) = —2a1[(t — t1m)
+ (t2,0 = t1,0)] + 202[(t1,m —
+ (t11 —t20)]  with

t t
— 20(1(t — 7) + 2000 —

u(t) <
(1)< nr nr

t t
+ 2(on + a2)h— + — In(p12)
D 7D

= — 2it. (49)
where 7 > 0 is defined in Theorem 1.
Combining (48) and (49) yields that
V(t) < e 2"V (0). (50)
Similarly, for ¢ € [t2 , t1,m+1), One can obtain
V(t) < Mm—&—lumqu(t)+2(a1+a2)h(m+1)V(O)
51
< 672Zt+lnu1+2(a1+a2)hv(0) ( )
with q2(t) = =201 [(t2,m — t1m) + (t2,m—-1 — tim—1) +
< (ta0 —t1,0)] + 202[(t — ta,m) + (b1.m — to,m—1) +
(t1,m-1 —tam-2)+ -+ (t11 —t20)].
Notice that
M A elrlu1+2(a1+a2)h > 1 (52)
for ug > 1,9 > 0 withg =1, 2.
Then, considering (50) and (51) together, we have
V(t) < Me 2%V(0). (53)
From (38), it follows that
V) > e llat) R0 <elwl} 64

where € = min{Amin(Py)}, € =max  {Amax(Py) +
Pdmax(Qg) + (h?/2)Amax Ry}, v(t) is the supplemented
initial condition of the state z(t), v(0) =wvg, |lvolln =

sup_p,<p<o{l[0(t 4+ D), [[v(t + 0)|[}.
Combining (53) and (54) yields that

M€2 -
Fe@) 1> 4/ = e "o Ik

which implies that the system (25) is exponentially stable with
the decay rate 7.
For w(t) # 0, integrating (44) and (45) for ¢t € Z, ,,, follows

that
[Vo(t) —

(35)

—1)7205 Vy (t) + 21 ()21 (¢)
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— 2wt (Hw(t)]dt < 0. (56)
Letting m — oo follows that
/ 2T ()21 (t)dt < 42 / Wl (t)w(t)dt. (57)
0 0

From Definition 1, one can obtain that the switched system
(25) is exponentially stable with an H,, norm bound ~.
In addition, from (39) and (56), it follows that

2T () Pyx(t) < v (58)

where v = inf;~o{V(0) + fo 2T ()21 (t) — 2wt (H)w(t)]dt}.
To ensure the indicator ii) and 111) in Table I, it requires that

{z2(t)}s| < I(s=1,2) (59)

where {22(t)}s denotes the sth line of zo(¢).
From (58), one can obtain

Z wi [
-yl
< Amas {iui {”PJ%{C%}f{CQi}SP%} }

i=1

{CZz}s {027}€ ( )]

1P} Py {Coi} T {Coio Py P a(t)]

where Aax{-} represents the maximal eigenvalue, and {C9;} 5
denotes the sth line of Cb;.
Using Schur complement to (35) yields that

VP 2{021} {Cgl} P < 1.
Then, we have
2
max {2 (1)}

2

> pk (2T ($){Cai}T{Coi} (1))

i=1

< max
t>0

2

<7 (60)

which means (59) can be held, i.e., the indicator ii) and iii) in
Table I can be guaranteed. This completes the proof. U
Theorem 2: For given positive scalars h,aq,eq4, g > 1,
de[01)andg, € R>o,np,nr € {n|n € R>g,7 > 0}, the sys-
tem (25) is exponentially stable with H,, norm bound -y
and decay rate z, if there exist positive symmetric matrices
X,,Qqg, Ry, W, H, and matrix MT M,; such that

Nijg <0 (61)
Niig + My <0 (62)
Nijg + Njig + Mg + My; < 0(i < §) (63)
— o X.
l H2A2 * 1 <0 (64)
X, -X
_ 2(a1+a2)hX
Hie 1 * <0 (65)
X, — X,
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_M3—9Q3—g * _ <0
i X3_g 725ng+€52]Qg o
*,U'379R37g * ~ <0
X34 —259XQ+EZR9 -
[ ! "l <0 (s=1,2)
) s = )
VX {Caull X,
. Ry x
= | - .| >0
HT R,
v R I
NT R,

for g =1, 2, where

Nijg = pi(®F; = Myi), Wy = i T RTy
~ 1197 + W * -
g __ 11 g _ T
=1 i foii |+ V2 = 02Tz N
21 22
[ 5 1ij < 27
TECC DT B R L
REaR 2 LT
f[lij: ClAin ClBZ‘Y} 0 ClBiY} 0 0 ClDi
| CuXy DuY; 0 DuY; 000
i JeaAiXs 000 0 0 oD,
H21 =
CuXe 0 0 0 O 0
195 = diag{—2¢,X, + E;Rg, —I}
_élij X % é;lj 6W
5 1ij ;Ej =1ij 5, 1ij 0 0
Wiy = |Eq Exs ~*H yWoy = 0 0
0 0 =¥ .
- DT 0
_(5—1)W % % *
_— 0 0 *
‘1/11.7:
- 0 00 =«
0 0 0 —n2I
[=2ij
:11 * * ~
o - N
Wiz|lo o « |.N=|2 7
0 0 22 2 Ns
0 00 0 *
=10 0 o0o|,¥2 =10 0 =«
DI 0 0 0 0 —~2I
299 = A X, + X AT + (-1)9 20, X, + Q,

Zlij _ T RT =l _ sty =90 _ . A
B =Yj By, By = 0W, B335 = agQy
R, 0
0 3Ry

g:

gomos ]
i, M,

)

0

o O O O

(66)

(67)

(68)

(69)

(70)
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TABLE III
NOMINAL PARAMETERS OF THE 5-DOF ACTIVE SVSS

quantity value quantity value
mp(kg) 434 cp(Ns/m) 1485
csf(Ns/m) 1000 csr(Ns/m) 1000
ksp(N/m) 18000 ks(N/m) 18000
kyp(N/m) 200000 || ki (N/m) 200000
ly(m) 1.3 l.(m) 1.3
Is(kgm?) 1222 kn(N/m) 44

and the other parameters are defined in Theorem 1. Moreover, the

proposed resilient secure controller gain and the event-triggered

weighted matrix can be calculated by K; = Y; X; " and W =
X 'W XY, respectively.
Proof: Define

T =diag{I,..., I}, X =diag{Xy,..., X1},
T T/
Jy =diag{Z,I, P, I}, X, =diag{Xs,..., X2},
—_———
5

J2:diag{IaP27I}7 Ul :diag{lelelvl}a
Uy = diag{Xy, I, X5, I}, W =X, WX],

D N ~

=2 T, H=XHX, H=XHX,
ng H3] 1 14111 2 1412471

N

f{?, =X1H3X1, N: lN2 N3‘| 5 Nl :X2N1X2,

Ny = XoNoXo, N3 =XoN3Xo, Qu=X,Q,X,,
Ry =XgReXg, Mg =UgMgiUg, Mg; =UgMg;Ug,
X,=PF,", K;=Y;X;"

Notice that (4R — Py)R,'(egRy — Py) >0, we have
—PyR,'P; < —2e4P, + €2 R,.

Then, pre- and postmultiplying (28) with U,J, and J,U,, it
can be concluded that (61) is a sufficient condition to ensure
(28). Similarly, we can achieve (62) and (63) can ensure (29)
and (30), respectively.

Applying the Schur complement to (31) and pre- and post-
multiplying diag{ X2, X; }, respectively, it yields that (64) is
equivalent to (31). Using a similar method, one can obtain
(65)—(67) hold from (31)—(34). Pre- and postmultiplying (28)
with diag{I, X} knows that (35) is a sufficient condition to
ensure (68) holds. This completes the proof. (|

Remark 7: Theorems 1 and 2 are derived based on the
methods of VDA and PTA. Under this strategy, the suspension
systems can update the control signal at the earliest time after
DoS attacks so as to get satisfied suspension performance.

IV. SIMULATION

In this section, an example of the 5-DOF SVSS in Fig. 1 is
presented to show the effectiveness of our proposed method.
The sprung mass mg varies from 621 to 759 kg, the front and
rear unsprung mass vary from 39.6 to 40.4 kg and the other
parameters of the 5-DOF active SVSS are listed in Table III.
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TABLE IV
NPR, NDS, AND DRR IN DIFFERENT TIME INTERVALS

time (s) 0-0.75 0.75-1.00 1.00-2.76 2.76-3.00 3.00-5.05 5.05-5.35 5.35-6.00
(valid DoS period) (valid DoS period) (valid DoS period)
NDS (TTCS) 75 25 176 24 205 30 65
NPR (ETM) 31 1 53 1 59 1 18
DRR 41.33% 4.00% 30.11% 4.16% 28.78% 3.33% 27.69%

The bump road profile is considered as follows [5]:

A 27 V¢ l

5 (t): 5(1—COS(7I Ot)), OStS Vo
o 0,t > &
) Vo

0,0 <t<m
g(l—cos(zwv0 (t

Zor(t) = ;
0,t>7

(71)

_Tl))7

1<t<T

where A and [ refer to the height and length of the bump, respec-
tively. Here, we select A = 0.1m,l = 5m, Vy = 45km/h, 7} =
€ ith = Wtlr
Vo -+ 71 W1 1 Vo

Suppose h = 0.01s, v =29.16, § = 0.04, 3 = 0.01, a0 =
0.005, M1 = M2 = 1.01,p1 = 0.957 P2 = 0.8,p3 = 0.7, P4 =
0.85, €1 =¢e2=45,vr=0.64, Zfmax = Zrmax = 0.01m,
np =2,m7 = 5,61 = ¢ = 0. From Assumptions 1, 2, and
scalars np,nr,<1,2, the DoS attacks in simulation should
satisfy the conditions that the DoS frequency m(0,6) in (26)
is no more than 3 s within 6 s and the DoS duration D(0, 6) in
(27) does not exceed 1.2 s within 6 s.

By using Theorem 2, we can get the fuzzy controller gains
K as

Ky =10 x [Ki Kip K] |

with

Ko | 00044 0.0038  1.2437
10,0009 —0.4483  —0.3469

o | 00683 02247 0.1490

27 1203480 0.6280 —0.0293

L |704940  0.0308  —0.0771 —0.0064
B 10,0767 —0.0061 —0.1052  0.0750

and the other parameters, such as K; with¢ = 2, 3,4 and event-
triggered weighted matrix W are not listed here due to the limited
space.

Fig. 4 shows the responses of the main indicators of suspen-
sion systems listed in Table I, wherein the black solid lines depict
the responses by using our purposed method. Compared to the
passive SVSS whose responses are plotted in red dash line, one
can see the cloud-aided 5-DOF SVSS with our proposed method
can result in better suspension performances, that is to say, under
DoS attacks, our proposed method can ensure the cloud-aided
suspension systems to a certain lever against the bump road
profile. Fig. 4(a) shows that the ride comfort of the chauffeur is
greatly improved.

Fig. 5 depicts the real data transmission instants (¢, ) and
releasing intervals. Yellow rectangular regions indicate the VDA

Time (s)

(e)

Fig.4. Responses of the active SVSS under DoS attacks and the passive SVSS.

0.35

031

025

021

015

Release intervals

Fig. 5. Release intervals of the active SVSS under DoS attacks.

period and PTAs are made during this period. To better describe
the effect of our proposed joint ETM, statistical result about the
number of packet releasing (NPR), the number of data sampling
(NDS), and data releasing rate (DRR) in different time intervals
are listed in Table IV, where DRR is defined by DRR = %.
From Table IV, one can know that the number of valid sampling
data (excluding DoS attack period) is 521 within 6 s, while the
real number of transmission data is 164, i.e., the average DRR
within 6 s is 27.33%, which implies that the network burden can
be greatly reduced by using our method. Besides, Table IV shows
that DRR during the period 0-0.75 s is greater than other periods
and the DRR gradually decreases as the system tends to be stable.
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V. CONCLUSION

This article had been dealt with the problem of resilient secure
control for cloud-aided 5-DOF active SVSSs based on the pro-
posed joint model considering both DoS attacks and the ETM.
T-S fuzzy model had been used to describe the uncertainty of
suspension systems. To save the network bandwidth and ensure
the secure control networked suspension system, a joint model
of the DoS attacks and ETM had been proposed. Under such a
model, PTAs were made during the active period of DoS attacks
so that the controller could receive the information of the active
SVSS at the earliest time; the VDA period was defined to address
the scenario of the end of DoS attack within a sampling period.
Resilient secure control strategy was designed by converting
the hybrid closed-loop SVSS into switched time-delay systems
based on the proposed joint model. Finally, expected perfor-
mances of active SVSS subject to DoS attacks had been obtained
by an example of real active SVSSs, which demonstrated the
efficiency of the proposed approach. In the future, we will focus
on modeling new ETMs, such as memory ETM and adaptive
ETM, to address networked suspension control systems.
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